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Abstract

We present a peer-to-peer service management middleware
that dynamically allocates system resources to a large set
of applications. The system achieves scalability in num-
ber of nodes (1000s or more) through three decentralized
mechanisms that run on different time scales. First, over-
lay construction interconnects all nodes in the system for
exchanging control and state information. Second, request
routing directs requests to nodes that offer the corresponding
applications. Third, application placement controls the set of
offered applications on each node, in order to achieve efficient
operation and service differentiation. The design supports a
large number of applications (100s or more) through selective
propagation of configuration information needed for request
routing. The control load on a node increases linearly with the
number of applications in the system. Service differentiation
is achieved through assigning a utility to each application,
which influences the application placement process. Simu-
lation studies show that the system operates efficiently for
different sizes, adapts fast to load changes and failures and
effectively differentiates between different applications under
overload.

I. I NTRODUCTION

Fundamentally, our aim with this work is to develop
engineering principles for large-scale autonomous systems,
where individual components self-organize and work together
towards a common goal that we can control. In this paper, we
do this in the context of application services. We present a
design that dynamically allocates CPU and memory resources
to a potentially large number of applications offered by a
global server cluster. The novel aspect of our design is that all
its functions, including resource allocation, are decentralized,
which forms the basis for scalability and robustness of the
system.

Our design has three features characteristic to many peer-to-
peer systems. First, itscales with the number of nodes, because
each node receives and processes state information only from
a small subset of peers that is independent of the system
size. Second, the design isrobust, since all the nodes are
functionally identical, and the failure of a node does not affect
the availability of the rest of the system. Finally, the design
enables a large system toadapt quicklyto external events. As
each node runs its local control mechanisms asynchronously
and independently from other nodes, (periodic) local control
operations are distributed over time, which lets parts of the
systems re-configure shortly after events (such as load changes
or node failures) occur.
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Fig. 1. A possible deployment scenario for the design in this paper. The
design includes mechanisms that run on the servers in data centers, the entry
points and the management station.
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Fig. 2. Three decentralized mechanisms control the system behavior: (a)
topology construction, (b) request routing, and (c) application placement.

Fig. 1 shows a possible deployment scenario for the design
in this paper. The scenario includes several data centers and
many entry points. The system offers a large variety of
application services that are accessed through the Internet. We
consider computationally intensive services, such as remote
computations and services with dynamic content, e.g., e-
commerce, or online tax filing. Throughout the paper, we refer
to the combined set of nodes in all the data centers as the
cluster.

This work builds on earlier results by us in the context of
engineering scalable middleware for web services. It includes
significant extensions and modifications to our earlier designs
([1], [2]), as we address important shortcomings of those
designs and conduct a more thorough evaluation of the system.
In [1] we introduced a design similar to the one in this paper,



which is though restricted to a small number of applications,
as each system application requires its own overlay. The
design in this paper uses only a single overlay, which is made
possible through the introduction of a forwarding table for
request routing and the concept of selective propagation of
state to maintain the forwarding tables. In [2] we introduced
a decentralized controller for application placement. In this
paper, we use a simplified version of this controller, improve
its scalability, and extend it to achieve service differentiation.

The rest of the paper is organized as follows: Section II
gives an overview of our P2P design. Section III evaluates
the algorithm through simulation. Section IV discusses related
work. Finally, Section V concludes the paper.

II. SYSTEM DESIGN

A. System Model

We consider a setN of nodes and a setA of applications. A
node can run concurrently (instances of several) applications.
We assume that the CPU and the memory are bottleneck
resources on each node. The CPU is aload-dependentre-
source, as its consumption depends on the offered load. The
memory is aload-independentresource, as we assume that it
is consumed regardless of the offered load, i.e., even if the
program processes no requests ([3]).

We treat memory as a load-independent resource for several
reasons. First, a significant amount of memory is consumed by
an application instance even if it receives no requests. Second,
memory consumption is often related to prior application
usage rather than its current load. For example, even in the
presence of a low load, memory usage may still be high
because of data caching. Third, as an accurate projection of
future memory usage is difficult and many applications cannot
run when the system is out of memory, it is reasonable to be
conservative in the estimation of memory usage, i.e., by using
the upper limit instead of the average.

B. The Role of the Entry Point

Our design assumes the entry points have the functionality
of a layer-4 switch. While entry points with more advanced
functionality, such as layer-7 switching, load balancing, or
sophisticated scheduling can provide similar functionality to
our design, or fit in our design as well, we advocate using
our design together with layer-4 switches, for the following
reasons. First, the realization of a layer-4 entry point is
generally simpler, more efficient and more economical than
that of a layer-7 switch [4]. Second, our approach is potentially
more resilient. Since a layer-4 entry point does not hold any
state information about load and resource usage, its failure will
affect only the pending requests. Third, our solution scales
better. Policies such as service differentiation and quality
of service objectives are realized through the application
placement mechanism, which runs on every node of the
system, rather than on the entry point. A single entry point
can manage resources for only a limited number of nodes.
Increasing the number of entry points makes synchronization
among them necessary and adds to the system complexity.

Fundamentally speaking, supporting sophisticated resource
allocation strategies on an entry point has all the disadvantages
inherent to centralized control schemes, when compared to the
decentralized scheme we advocate.

C. Decentralized Control Mechanisms

Three distributed mechanisms form the core of our design,
as shown in Fig. 2.Topology constructionuses an epidemic
protocol and a set of local rules to organize dynamically
the nodes into an overlay, through which they disseminate
state and control information in a scalable and robust manner.
Request routingdirects service requests towards available
resources. This mechanism maintains the forwarding tables
of the nodes by disseminating information about which nodes
run which applications.Application placementdynamically as-
signs the cluster resources (CPU and memory) to applications.
Resource allocation is achieved by continuously maximizing
a utility function that takes into account the external load, the
operational states of the nodes, and the management policies.
All three mechanisms run independently and asynchronously
on each node.

1) Overlay Construction:Nodes self-organize into a logical
overlay network in which the links are application-level (TCP)
connections. Nodes use the overlay to disseminate routing
information and retrieve states/statistics from their neighbors.

For the purpose of our architecture, we searched for al-
gorithms that produce a bi-directional overlay graph with
a constant degree. The topological properties of such an
overlay facilitate balancing the control load. They also simplify
unbiased estimation of the system state from a subset of nodes,
as the state of each node can be sampled the same number of
times by other nodes and each node has a neighborhood of
the same size for retrieving state information. In addition, we
wanted to find algorithms that allow the overlay to regenerate
quickly after failures and to optimize it dynamically according
to specific criteria.

Our overlay construction mechanism includes two protocols
that run independently of each other. First, an epidemic
protocol (CYCLON [5]) maintains on each node an up-to-
date cache of active nodes that can be chosen as neighbors.
Second, a protocol (GoCast [6]) maintains the list of neighbors
of a node and picks new neighbors from the cache as needed.
(In our implementation, each node has four neighbors, while
the size of the cache is 10.)

CYCLON maintains on each node a cache of sizec. Each
cache entry has the following format:<address, timestamp,
state information>. CYCLON periodically picks the cache
entry with the oldest timestamp, and sends the content of the
local cache to the node with that address. The remote node
replies by sending a copy of its own cache. Both nodes then
merge the two caches, sort the merged list according to the
timestamps and keep thec most recent entries. It has been
shown in [5] that the caches produced by CYCLON represent
adjacency lists of a graph with random-graph properties.

The GoCast protocol [6] selects the neighbors of the local
node from the entries of the CYCLON cache. GoCast ensures



TABLE I

SAMPLE FORWARDING TABLE OF A NODE WITH LENGTH3.

App ID Nodes Offering Application

App 1 10.10.1.9 10.10.1.72 10.10.2.33
App 2 10.10.1.99
App 3 10.10.1.199 10.10.3.45 10.10.1.79
· · · · · · · · · · · ·

App m 10.10.1.232 10.10.2.40

that the overlay converges to a graph where each node has
approximately the same number of neighbors (±1), which is
configurable. In addition, the protocol can continuously adjust
the overlay graph following a specific optimization objective,
such as finding overlay neighbors with lowest latency ([6]).

CYCLON and GoCast, in combination, achieve our design
goals of fast regeneration of the overlay after failures and the
possibility of dynamically optimizing the overlay topology
according to specific criteria. In case of a node failure, a
node can replace a failed neighbor with an active node from
its cache. By examining the content of thetimestampand
state informationfields of the entries in its cache, a node
can identify a set of candidate neighbors that improve the
optimization criteria for the overlay.

The entry points are connected to the overlay in the follow-
ing way. Each entry point runs an instance of the CYCLON
protocol with a very large cache. It does not run GoCast,
however. This ensures that each entry point is connected to
a large number of active nodes, which facilitates balancing
the load related to request routing. Also, the entry point does
not appear as the neighbor of any node in the overlay.

2) Request Routing:Service requests enter the cluster
through the entry points (see Fig. 1), which function as layer-
4 switches. Each entry point is connected via logical links
to a large number of nodes. An entry point directs incoming
requests to these nodes using a forwarding policy. In our
design, we use a round-robin forwarding policy.

Upon receiving a request from an entry point, a node deter-
mines its application type. The node processes the request if it
runs the corresponding application and if its CPU utilization is
below a configurable thresholdcpumax. Otherwise, the node
consults its forwarding table and routes the request to a peer
that offers the required application. In the absence of overload,
a request will likely be routed once inside the cluster, since we
believe that a single node will typically offer a small fraction
of the applications in the cluster.

Table I shows an example of a node’s forwarding table. It
contains, for each application offered in the system, a config-
urable number of nodes that run that particular application. In
Table I this number is 3. The forwarding tables are maintained
through the mechanism discussed in Section II-C.2.

In order to avoid forwarding loops, a request header contains
the addresses of the nodes that have routed the request. In
addition, the number of times that a request can be forwarded
is limited (to four in our design). The system drops the requests
that exceed this limit.

Selective Propagation of the Routing Updates:As discussed
in Section II-C.3, a node periodically computes the list of

applications that it will be running during the next placement
cycle. After each such computation, the node advertises the
list of applications to the other nodes, which update their
forwarding tables. In this subsection, we propose a scheme
for dynamically updating the forwarding tables in an efficient
and scalable manner.

A straightforward solution to updating the forwarding tables
is for each node toflood periodically its application listacross
the overlay. (This flooding scheme is similar to the propagation
of link weight updates in OSPF.) Given the fact that each node
generates one update per placement cycle and that the number
of neighbors of a node is bounded by the connectivity of the
overlay, a node processesO(N) update messages during each
placement cycle, whereN is the system size. Since the size of
the application list is bounded, the length of an update message
is bounded as well, and the processing load on a node required
to update the forwarding table grows withO(N).

In [2], we proposed an update scheme where the forwarding
table on each node contains the list of applications that are
running on every other node in the system. This table is
called theglobal placement matrix. Maintaining a copy of
the matrix at each node limits the scalability of the system,
as the number of update messages increases linearly with the
system size. The scheme enforces a maximum message rate
on each overlay link, by buffering all the updates received by
a node during a time intervalτ and aggregating them into a
single message. Therefore, a node will process at mostc/τ
update messages per second,c being the connectivity of the
overlay. Note, however, that the size of an update message
increases withO(N), and therefore the processing load on a
node increases linearly withN .

In this paper, we introduce an approach that involves
selective update propagationto achieve a processing load on
a node that is independent of the system size. The basic idea
is that a node propagates further only those updates that cause
a modification to its forwarding table.

Upon receiving an update message, a node modifies its
forwarding table as follows. It extracts from the update four
variables: thesender-idcontaining the address of the original
sender node of the update, thetimestampindicating when the
update was created by the sender, theapplication-list of the
sender and thedistancein overlay hops between the sender
and the current node. For each applicationapp in the list,
the node performs the following operations. First, it searches
for app in its forwarding table. Ifapp is not found, the node
adds the tuple<app,<sender–id,timestamp,distance>> to its
table. (For reasons of simplicity, the sample forwarding table in
Table I has a different format and does not include timestamp
and distance.) Otherwise, ifapp is in the table, the node
searches for an entry of the form<app,<sender-id,*,*>>.
If such an entry exists, but it is less recent than the update,
then its timestamp is updated. In case there is no entry of
the form<app,<sender-id,*,*>> in the forwarding table, the
node adds the tuple<app,<sender-id,timestamp,distance>>
to its table, if there is space in the table. In case there is no
space, the node overwrites an existing tuple if the update has



TABLE II

PERFORMANCE COMPARISON BETWEEN THE SCHEMES FOR DISSEMINATING CONFIGURATION UPDATES.

number of messages per nodemessage length load per node

Flooding O(N) O(1) O(N)
Global Placement Matrix O(1) O(N) O(N)

Selective Propagation O(A) O(1) O(A)

a smaller distance to the sender.
The update message to be further propagated by the

node is constructed as follows. The node removes from the
application-list of the received message each application that
does not lead to a modification of its forwarding table. If
the application list is empty, the node does not propagate
the update any further. Otherwise, it sends the update to its
neighbors, with the exception of the node where original the
update came from.

For robustness purposes, the entries of the forwarding table
are soft state, and each entry expires after a preconfigured
timeout. For this reason, each node advertises its complete
configuration after each placement cycle.

Regarding the performance of the selective update prop-
agation, we note that the load on each node depends on the
connectivity of the overlayc and on the number of applications
A, but is independent of the system sizeN . A node processes
O(A) update messages during a placement cycle. Since the
size of the application list is bounded, the length of an update
message is bounded as well, and the processing load on a node
required to update the forwarding table grows withO(A).

Table II compares the performance of the three schemes
for propagating updates. The columns indicate the number of
update messages that each node processes per placement cycle,
the length of these update messages, and the processing load
induced on a node by the update propagation, computed as
the product of the first two columns.

While in the flooding scheme and the global placement
matrix the processing load increases with the system size, in
the selective update propagation scheme the load increases
with the number of applications, but is independent of the
system size. We can therefore conclude thatthe selective
propagation scheme scales with the system size.

Note that for certain parameter ranges of the system size and
the number of applications, flooding might perform similar to
the selective update scheme. As our simulations show, this
happens when a system that has a small size runs a large
number of applications (see Fig. 6).

An interesting property of the selective dissemination
scheme is that it distributes the nodes offering an application
uniformly in the forwarding tables of the other nodes. We will
study this property in more detail in future work.

3) Application Placement:The goal of application place-
ment is to maximize continuously a utility function. The
optimization process takes into account, for each application,
the external demand for resources, the supply provided by
each node and a utility parameter that captures the relative
importance of each application. This approach allows the
system to adjust dynamically its configuration to changes in
the external load, or to a new management policy that changes

the relative importance of an application. Our approach to
maximizing a global utility function is to perform a local
optimization on each node, based on state information from
its neighborhood. Our earlier work shows that such a heuristic
can produce a solution that is close to optimal [1], [7].

We model the problem as follows. For a noden ∈ N , let Γn

andΩn be its memory and CPU capacities, respectively. Let
A be the set of applications offered by the system andRn the
set of applications that run on noden. (A node generally runs
a small subset of all the applications offered by the system.)

For an applicationa ∈ A, let γa be the memory demand
of an instance ofa andωdemand

a the total CPU demand fora
in the system. Letωdemand

n,a be the CPU demand on noden
for a andωsupply

n,a the CPU supply thatn allocates toa. Each
applicationa has a utility parameterua that defines its relative
importance.

(The CPU demand and the CPU supply are measured in
CPU cycles/second. We assume that all the nodes have the
same CPU architecture and therefore an application request
needs the same number of CPU cycles on all the nodes.)

We define the utility provided by a noden as the weighted
sum of the CPU resources supplied to each application:
utilityn =

∑
a∈Rn

ωsupply
n,a ua, and the system utility as:

Utility =
∑

n∈N
∑

a∈A ωsupply
n,a ua.

We state the problem of application placement as follows:

max
∑

n∈N

∑

a∈A
ωsupply

n,a ua (1)

such that

∀n ∈ N Γn ≥
∑

a∈Rn

γa (2)

∀n ∈ N Ωn ≥
∑

a∈Rn

ωsupply
n,a (3)

Formulas 2 and 3 stipulate that the allocated CPU and memory
resources on each node cannot exceed the node’s CPU and
memory capacities, respectively.

Our placement algorithm executes periodically on each
node. The time between two executions of the algorithm is
called theplacement cycle.

The placement algorithm has three consecutive phases. In
the first phase, a node gathers placement and load information
locally, as well as from its neighbors. In the second phase, the
node determines a set of applications to run locally during the
next placement cycle. In the last phase, the node carries out
the placement changes (i.e., start or stop of applications) and
advertises its new placement configuration to other nodes. We
give the pseudo-code of the algorithm in Fig. 3 and describe
each of its phases below.



1. class AppInfo {
2. string app_id;
3. double cpu_demand, cpu_supply, utility_parameter;
4. }
5. List<AppInfo> active_apps, standby_apps, new_active_apps, all_apps;
6. double max_utility, utility;

7. while(true) {
8. active_apps=getLocalActiveApps();
9. all_apps=getApps(forwarding_table);

10. standby_apps=all_apps-active_apps;
11. neighbors=getOverlayNeighbors();
12. standby_apps=getAppStats(neighbors, standby_apps);
13. active_apps=sortIncreasing(active_apps);
14. standby_apps=sortDecreasing(standby_apps);
15. new_active_apps=active_apps;
16. max_utility=currentUtility()
17. for(i=0..active_apps.size()) {
18. utility=transferResources(top i active_apps, standby_apps);
19. if(utility>(max_utility+change_cost)) {
20. max_utility=utility;
21. new_active_apps=active_apps-top_i_active_apps+sel_standby_apps;
22. }
23. }
24. advertise(new_active_apps);
25. if(new_active_apps!=active_apps)
26. stopAndStartApps(active_apps, new_active_apps);
27. wait end of placement cycle;
28. }

Fig. 3. The pseudo-code of the application placement mechanism.

Phase 1: Gathering State Information.A node retrieves
the set of active applicationsR that it is currently offering
and it gathers statistics (CPU supply and demand) for each
application inR (line 8). A node also retrieves from its for-
warding table a list of all the applications offered in the system
(line 9). Any application that is offered by the system, but is
not currently active on the node becomes a potential candidate
to be activated on the node during the current placement cycle
and is added to a standby setS (line 10). A node retrieves from
each overlay neighborx the list of applications(a1 · · · am)
running onx, the memory requirements(γa1 · · · γam) of those
applications, the CPU cycles/second(ωsupply

x,a1
, · · · , ωsupply

x,am
)

delivered to those applications, and the CPU demands of those
applications(ωdemand

x,a1
, · · · , ωdemand

x,am
). In addition, neighbor

x also reports the locally measured demands for applications
it could not route, since they are not offered in the system
(lines 11-12). (A high demand or utility for these inactive
applications might trigger their activation during the next
placement cycle.)

Phase 2: Computing a New Set of Active Applications.
The placement algorithm attempts to replace a subset of
applications inR with a subset of applications inS, so that the
utility of the node is maximized. Since the candidate space for
the optimal configuration grows exponentially with|R∪S|, we
apply a heuristic that reduces the complexity of the problem
to O(|R| ∗ |S|) (lines 13-23).

On a noden, we remove fromS all the applications for
which the supply matches the demand. The active applications
in Rn are sorted in increasing order of their utility which we
define as the load delivered byn to applicationa, multipled by
the utility coefficient ofa, i.e.,uaωsupply

n,a . The applications in
the standby setS are sorted in decreasing order of the amount

that the node would add to its utility in the case when it
would fulfill the unsatisfied demand for those applications, i.e.,
ua

∑
n∈neighbors(ω

demand
n,a − ωsupply

n,a ). Intuitively, the place-
ment controller tries to replace low-utility applications from
R with high-utility applications inS, so that the local utility
is maximized.

The placement algorithm has|R| + 1 iterations (k =
0 · · · |R|). During the first iteration (k = 0), it does not remove
any application fromR. If the local noden has available
memory and CPU cycles (i.e.,Γfree

n > 0 and Ωfree
n > 0),

then the algorithm attempts to add one or more applications
from S to R. This is done by selecting applications from the
top of S, subtracting the cost for starting the applications, and
evaluating the resulting gain in utility.

During iterationk > 0, the algorithm removes the topk
applications fromR. It then computes the available memory
and CPU resources and attempts to assign these resources to
applications inS in the following way. The algorithm attempts
to fit the first applications1 ∈ S into the available memory.
If this operation succeeds, then the algorithm attempts to
allocate the entire unmet CPU demand fors1. This means that
min((ωreq

s1
− ωreal

s1
), Ωfree

n ) CPU cycles/second are allocated
to applications1. If there is not enough free memory to fits1,
the algorithm continues with the next applications2 ∈ S, etc.
The iterationk ends when either the free memory or CPU
are exhausted, or when all the applications inS have been
considered.

After each iterationk, the placement controller produces a
new placement solutionRk that lists a set of applications to
run on the local node during the next placement cycle. At the
end of the loop, the placement algorithm returns from the set
{Rk|k = 0, 1, · · · , |R|} the configuration that maximizes the



utility of the node.
The algorithm computes the cost of stopping and starting

applications (thechangecost variable, defined in line 19) by
multiplying the current utility of the node by the time needed
to start and stop the applications computed in this phase. In
this way, a node that delivers a low utility is more likely to
change its configuration.

Phase 3: Reconfiguring and Advertising the New Config-
uration. The algorithm advertises its current configuration
(line 24) and switches from the old configuration to the new
configuration by stopping and starting applications (line 25).

III. SYSTEM EVALUATION THROUGH SIMULATION

A. Evaluation Setup

We evaluate our system through simulation according to five
criteria.Efficiencycaptures the capability of the system to op-
erate exhibiting high performance parameters in a steady state.
Scalability captures the capability of the system to maintain
similar performance characteristics when its size increases.
Adaptability captures the capability of the system to respond
to a change in the operating conditions by reconfiguring
and converging to a new steady state.Robustnesscaptures
the capability of the system to respond to node arrivals,
departures and failures, by reconfiguring and converging to a
new steady state. In this paper, we understandmanageability
as the capability of the system to adjust its configuration to
changes in management policies.

The simulated system is written in Java and uses javaSim-
ulation [8], a package that provides a general framework for
process-based discrete event simulation. (We also implemented
our design on a testbed using Tomcat [9]. Measurements and
experiences from the testbed will be reported elsewhere.)

We simulate a node as having two FIFO message buffers
that store the service requests and the control messages,
respectively. Every 10 ms the node processes all messages
in these two buffers. Therefore, each message experiences a
delay between 0 and 10 ms, before being processed. In the
case of the request buffer, the node moves a request that it
can serve locally into its list of active requests being executed.
This list has a capacity of 50, which means that a node can
concurrently execute 50 service requests. As a request has an
average execution time of 250 ms (see below), the service
capacity of a node is 200 reqs/sec. If a service request cannot
be executed locally, it is forwarded to another node or dropped.
The memory capacityΓn of a node is uniformly distributed
over the set{1, 2, 3, 4} GB.

For the simulations, the size of the cluster varies between
50 and 800 nodes, and there is one entry point per 200
nodes. If a system has multiple entry points, the request
generator distributes the external load equally among them.
In all experiments, we set the cache size for CYCLON to 10
and the target number of overlay neighbors for GoCast to 4. A
node gathers state information from all the nodes within two
overlay hops (a maximum of 17 nodes for a network where
each node has 4 neighbors). Each node runs CYCLON every
5 sec, GoCast every 1 sec and application placement every

30 sec. A node limits the size of its forwarding table to four
nodes for each application, unless otherwise specified.

We assume that a request for each application has the same
average execution time of 250 ms. On a node, the execution
times of the requests follow an exponential distribution with
λ = 4sec−1. We assume further that the memory requirement
γa for an instance of applicationa is uniformly distributed
over the set{0.4, 0.8, 1.2, 1.6} GB.

We have conducted simulations with a load pattern based
on the power-law distribution where applications are ranked
according to their popularity and the application with rank
a is assigned a value proportional toa−2.16 [10]. We obtain
the average external load (measured in CPU cycles/second)
for the application with ranka = 1, 2, 3 . . . by choosing
a random weight in the interval[0, a−2.16], normalizing the
resulting distribution, and multiplying the distribution with the
total external load. The arrival of individual service requests
is modeled as a Poisson process.

Each simulation run lasts 600 sec. We start measuring
after 210 sec, which represents the warm-up phase for the
simulation. Each point in Figs. 4-9 represents the average of
20 simulation runs.

For all experiments except manageability, we assign the
same utility parameter to all applications, which means that the
global utility function that the system attempts to maximize is
the utilization of its combined CPU resources.

In all experiments, we use three output metrics to measure
the system performance.Satisfied Demandis the ratio between
the CPU resources supplied by the system to the applications
and the total CPU demand (which we also call the external
load). Since we assume that a request for each application
takes, on average, the same amount of CPU resources, the
satisfied demand can be understood as the rate of the executed
requests divided by the rate of the incoming requests, i.e., the
ratio between service rate and arrival rate. A satisfied demand
of 1, for instance, means that the system processes all the
incoming requests. One minus the satisfied demand gives the
fraction of the requests that are dropped by the system. The
number of configuration changesis the (average) number of
application–start and application–stop operations that a node
performs during one placement cycle. Thecontrol load gives
the (average) number of control messages received by a node
in one second. The messages are generated by the control
mechanisms of the system, namely, overlay maintenance,
dissemination of the routing updates, and retrieval of the
neighborhood state.

B. Evaluation Scenarios

1) System Efficiency:We assess the system efficiency for
various intensities of the external load. The load intensity
is represented using theCPU load factor (CLF), as defined
in [3]. The CLF is the ratio between the total CPU demand
of the applications and the total CPU capacity available in the
system:CLF =

∑
a∈A ωdemand

a /
∑

n∈N Ωn.
Fig 4 shows the system performance for different values

of CLF up to 2.0, which corresponds to an arrival rate that
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Fig. 4. System efficiency as a function of the CPU load factor (CLF).

is double of the maximum service rate. The system under
evaluation has 200 nodes and runs 100 applications.

As expected, the satisfied demand decreases and the number
of configuration changes increases when the external load
increases. The system utilization, computed as the product of
satisfied demand and CLF, increases almost linearly until a
CLF of 0.6, then flattens out and becomes almost constant for
CLF>1.2.

The maximum (average) utilization that our system achieves
under these conditions is about 95%. The main limiting factor
of achieving higher utilization stems from memory frag-
mentation. According to our simulation configuration, some
applications, which require a large amount of memory (1.2GB
or 1.6GB), cannot run on certain nodes (that have only 1GB
of memory). This reduces the number of nodes that can run
these applications. While an ideal system (i.e., a centralized
system that has the combined resources of all the nodes in the
simulated system) can generally achieve a utilization of 100%,
memory fragmentation limits in a similar way the performance
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Fig. 5. Impact of the forwarding table size on the system efficiency.

of a centralized resource controller that manages all the system
nodes.

An unexpected result is that the control load per node de-
creases with the external load. The fraction of the control load
that changes with the external load stems from routing updates
(see Section II-C.2). We explain the measurement result by
the way in which the placement algorithm chooses the set of
active applications on a node. Since it sorts the applications
in the order of their decreasing unsatisfied demand, it favors
high-demand applications in its decisions. Consequently, low-
demand applications tend to be stopped and, therefore, the
number of active applications in the system tends to decrease
as the external load increases. The decrease in active ap-
plications means a smaller number of routing updates, and,
therefore, a lower control load. To avoid starvation of the low-
demand applications, a user can increase the utility parameters
for these applications, as described in Section III-B.6.

2) Impact of the Forwarding Table Size on the System
Efficiency: In this set of experiments, we measure the system
performance while varying the size of the forwarding table.
These measurements allow us to find a tradeoff between the
control load for update dissemination on the one hand, and
satisfied demand and configuration changes on the other.

We run the experiments for a system with 200 nodes. Fig. 5
gives the results for the case where the length of each row in
the forwarding table is 1, 2, 4, 8, 16 and 200.

We observe an initial significant gain in satisfied demand,
from a length of 1 to a length of 4, above which the gain in
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Fig. 6. System scalability.

satisfied demand becomes very small. As expected, the number
of configuration changes decreases with the length, while the
control load increases with the length. These experiments led
us to choose 4 as the length of the rows in the forwarding
table.

3) System Scalability:To assess the system scalability, we
vary the system size from 50 to 800 nodes, while the number
of applications is set to 100. Fig 6 shows the results of these
experiments.

We observe that the satisfied demand and the (average)
number of configuration changes per node donot depend
on the size of the system, within the parameter range we
are measuring. This shows that request routing effectively
balances the load for all system sizes considered.

The control load per node increases up to a system size of
200 nodes, then flattens and slightly decreases. We explain the
initial increase in load by the fact that our approach, selective
update dissemination, performs as well as flooding, as long as
the system size is comparable to the number of applications
(see Section II-C.2). When the system size increases above 200
nodes, our approach reduces the load compared to flooding. As
we argued in Section II-C.2, for a large system size, the control
load does not depend on the number of nodes, but only on the
number of applications. This leads us to the conjecture that
this system can scale to any size regarding the performance
metrics considered here, as long as the number of applications
remains bounded. This is a useful feature for systems with
a large number of machines and only a limited number of
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Fig. 7. System adaptability: reaction to addition of new applications.

applications, such as online auction sites.
4) System Adaptability:We evaluate the system adaptabil-

ity for the case where new applications and additional load are
added to a system with 400 nodes. Initially, the system is in
steady state, offering 50 applications and having an external
load of CLF=0.4. After 300 sec, we add instantly 50 new
applications that induce an additional load of CLF=0.4 in the
system, which brings the total load to CLF=0.8. Fig 7 shows
the result of this experiment.

As expected from Fig. 4, after adding new load to the
system, the satisfied demand decreases, the number of configu-
ration changes increases and the load per node decreases. After
the system reaches a steady state, the performance metrics
show values that are consistent with the measurements in
Fig. 4.

Surprisingly for us, we observe that all three output metrics
show different settling times. The satisfied demand converges
in about two placement cycles, the number of configuration
changes in four, and the control load on a node in about
seven. We explain this divergence by the imperfection in
the decentralized placement, where nodes continue making
changes to their local configuration without improving the
satisfied demand.

5) System Robustness:We evaluate the system robustness
for the case where a subset of the nodes in the system fails.
The initial size of the system is 400 nodes and the external
load is CLF=0.5. We run two experiments in which a system in
steady state experiences node failures after 300 sec. In the first
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Fig. 8. System robustness: reaction to failures.

experiment, 10% of the nodes fail. As a result, the amount of
system resources decreases and the load becomes CLF=0.55.
In the second experiment, 50% of the nodes fail and the load
thus becomes CLF=1.0. Fig. 8 shows the system reaction for
both experiments.

After the failures, the system reaches a new steady state.
We observe that, if 10% of the nodes fail, the output metrics
are approximately the same as before the failures. In the
case where 50% of the nodes fail, the output metrics change
significantly. We explain the difference in the outcome of these
two experiments with the fact that, in the first case, the load
increases from CLF=0.5 to 0.55, while, in the second case, the
load increases from CLF=0.5 to 1.0 (which means overload).
Note that these output metrics are consistent with the values
in Figs. 4 and 6.

The system recovers surprisingly fast and reaches a steady
state, even after massive failures. We explain this behavior
by the fact that the overlay construction mechanisms operate
on a faster timescale than the application placement (1 sec
for Gocast and 5 sec for CYCLON, vs. 30 sec for the
application placement). Therefore, with very high probability,
the overlay is rebuilt completely within one placement cycle
after a failure. The rebuilt overlay enables all nodes to function
properly again, specifically, to receive routing updates and
state information from their neighborhood. As the overlay
recovers fast, the system reacts to a failure similarly as it would
to a sudden increase in load.

As in the case of Fig. 7, all the three output metrics
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Fig. 9. Service differentiation.

have different convergence times, and the satisfied demand
converges first, the number of configuration changes second,
and the control load third.

6) System Manageability:The management policy in this
scenario enables the system administrator to provide differen-
tiated service by changing, at runtime, the utility parameter
for each application (see Section II-C.3). Increasing the utility
parameter of a specific application results in an increased
satisfied demand for that application and its deployment on
a larger number of nodes. (We define the satisfied demand of
an application as the ratio between the rate of serviced requests
divided by the request arrival rate for that application.)

For this experiment, a system with 400 nodes offers 50
applications, and the external load is CLF=1. Initially, all the
applications have the same utility parameter, equal to 1. After
300 sec, the utility parameter of the applications 3 and 4 is
increased from 1 to 10.

Fig. 9 illustrates how the system reacts to this change.
We show the satisfied demand for the applications 1, 2, 3
and 4 (out of all 50 applications). Applications 1 and 2 do not
experience an increase in utility, while applications 3 and 4
do. The figure shows how the changes of the utility parameters
affect the satisfied demand and the number of nodes on which
each application is active.

We observe that the change in the utility parameters signifi-
cantly increases the satisfied demand for applications 3 and 4,
while the satisfied demand for applications 1 and 2 decreases.
(The average satisfied demand in the system is around 87%).
At the same time, the number of nodes on which applications
3 and 4 are active increases, while the number of nodes on
which applications 1 and 2 are active decreases.

We conclude that our system can effectively provide service
differentiation in an overload scenario, and that the system
administrator can control the service differentiation through
the utility parameters. Increasing the utility parameter for an
application usually does not only increase its satisfied demand,



but also its resilience to failures, since the number of nodes
on which it is active is increased.

Note that predicting the satisfied demand for a given utility
parameter is difficult to achieve, since it depends on the
demand for all the applications in the system. The current
design allows increasing the satisfied demand for a specific
application only up to a certain point that depends on the
external load. To achieve a 100% satisfied demand for a
specific application, changes to the scheduling mechanism on
the nodes are needed.

IV. RELATED WORK

The application placement problem, as described in Sec-
tion II-C.3, is a variant of the class constrained multiple-
knapsack problem, which is known to be NP-hard [12].
Variations of this problem have been studied extensively in
several contexts. In the area of application placement for
web services, this work is closely related to thecentralized
placement algorithm [3].

Stewart et al. [11] present a centralized method for au-
tomatic component placement that maximizes the overall
system throughput. In the area of content delivery and stream
processing, [13], [14], [15] describe methodologies for placing
a set of operators in a network, by balancing two objectives:
(a) minimizing the delay of the information delivery and (b)
minimizing the bandwidth used to send the information. In
the context of utility computing, [16] presents a decentralized
placement algorithm that clusters application components ac-
cording to the amount of data they exchange.

V. D ISCUSSION ANDFUTURE WORK

In this paper, we have presented a peer-to-peer design
for a self-organizing middleware in support of application
services. Our design manages several types of system re-
sources, including CPU and memory. It scales in terms of
nodes and supports a large number of applications. We use
three decentralized control mechanisms in our design: overlay
construction, request routing and application placement, each
of which runs on a different timescale to achieve its own
objective.

We highlight here two key results derived from the evalu-
ation of the design through simulation. First, we have argued
that the selective propagation of routing updates introduced
in this paper allows the system to scale to any size. This
is because the message load on a node, induced by all
control mechanisms, does not increase, as long as the number
of applications remains bounded. We have verified through
simulation that a system can scale from 200 to 800 nodes
without performance degradation in satisfied demand, number
of configuration changes and load per node.

Second, service differentiation in our system can be con-
trolled effectively through changing the values of the utility
parameters on the application placement controller. Increasing
the utility parameter for a specific application increases the
satisfied demand for that application, which means that fewer
requests for it are dropped. Further, the resilience of the

application to node failures increases, as more nodes start
offering it. We have demonstrated service differentiation under
overload conditions (see Fig. 9).

We are in the process of implementing and evaluating the
design described in this paper in the Tomcat environment.
The request routing mechanism runs as an application filter
in Tomcat, following the approach we described in [17]. We
are evaluating the performance of the system using the TPC-W
and RUBiS benchmarks.

A number of issues require further consideration. Our
current design does not address the server affinity problem
and the concept of the user session. In addition, we did not
consider the interaction with the database tier in our design,
which limits the use of the current scheme to applications that
do not require transactional capabilities or state persistence.
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